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In the following slides you will discover how ransomware attackers deliver their
malicious software and which techniques they most commonly employ. You'll find out
how you can leverage process, procedure, and advanced technology to reduce the
risk of becoming a ransomware victim. Finally, you'll learn how to recover from a
successful ransomware attack and how to implement additional protection measures
to guard against ransomware attacks.

Who is Familiar with this screen?

Or one similar?

Ransomeware taking over an endpoint, with
removal instructions.

» Cryptolocker

Your personal files are encrypted!

Your mmportant fles encryption produced on this computer: photos, videos,
documents, etc. Here & a compiete Ist of encrypted fles, and you can personaly venfy
the.

Encryption was produced usng 3 unique publc key RSA- 2048 generated for this
computer, To decrypt fles you need to cbtan the private key.

The single copy of the prvate key, which wil dlow you to decrypt the files, located
on 3 sacret server on the Intemet; the server wil destroy the key after a time
specfiad n this window. After that, nobody and never will be able to restore fies

To obtain the private key for thes computer, which wil automaticaly decrypt fles, you
nead to pay 300 USD / 300 EUR / simlar amount in another currency.

Chck «fNext» to select the method of payment and the currency

Any attempt to remove or damage this software will lead to the immediate

Private key will be destroyed on destruction of the private key by server.

9/13/2013
5:27 AM

Ransomeware taking over an endpoint
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Digital Transformation of Crime

No criminalization of digital business
But: Digital transformation of criminal business
Simplest proof: CEO / President fraud

December 2015 FAAC € 50.000.000,--

Ransomeware
Type of malware
Typically a Trojan attack

Access denial type attack, encrypt
all files on your PC

Goal to get money
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Top 10 Ransomware (November 2015)
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Source: Microsoft

How does ransomeware work - 5 steps

Targeting

Propagation

Exploit or user activity - 23% open phishing mails, 11% click on attachments; Source: Barracuda
Infection

Execution

Layer 8 security
Social Engineering Attacks
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Vulnerable Applications

VULMERABLE APPLICATIONS USED BY FRAUDSTERS

The graph of vulnerable applications shown opposite is
based on infarmation about the exploits blocked by our
products. These exploits were used by hackers in Internet
attacks and when compromising local applications,
including those installed on mobile devices.

B Cracle Java I Android 05
B Browsers B Adobe Flash Player
B ~dobe Reader Microsott Officea

The distribution of exploits used by fraudsters,
by type of application attacked, 2014

Source: Kaspersky Lab

Advanced Threat

Zero-Day Exploits, Unknown Malware, Advanced Malware

There is no AntiVirus / Intrusion Prevention System Signature
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Phishing mail with fake link
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Amazon.de [mailto:admin®@amazon.de

Edelmann Felix 11:05
Fud: Kellergassenfest Eisdorf und 82d.- - WG: Spam ? lhre Amazon.de Bestellung: #366-2137259 von
Ry el "Samsung Photo-VW99994..." und 1 andere(r) Artikel

Wienerstrasse 18-
Today at 22:33
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Advanced Threat Defense ATD

Local:
Sandbox
www.sandboxie.com

Cloud based:
Exchange Online Advanced Threat Protection
www.microsoft.com

Barracuda Essentials for Office 365
www.barracuda.com

McAfee ATD, Intel Security, Cisco Cyber Threat Defense,

Exchange Online Advanced Threat Protection

multiple filters + 3
anti virus engines with
Exchange Online protection

suspicious attachment |
l malicious links

recipient

safe links rewrite aa
]
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What to do if:

Alert law officials

Isolate the affected machine
Remediate actions

Restore from back-up

Pay the ransom 7?77

Ransomware Strikes

The ransomware affects numerous machines in the company, and the company IT team
invokes the recovery plan. Here is the timeline.

Day 1 10308 O Theransomware strikes.
1T is yet unaware of the strike.

10c42am () First report reaches the IT team and the Help Desk responds,
IT gisconnects the infected PC from the network,

1o (o] Users report seven more ransomware infections,
The IT team realizes the scale of infection, shuts dawn the company network,
and starts 3 companywide check.

d> Company-wide checks are complete.
IT ientifies that 23 machines are affected

© T restarts the network.
1T shuts dawn all affected PCs and keeps them disconnected from the LAN,

) ITcontacts the Acronis support team.
IT requests Acronis to send a Large Scale Recovery hard disk drive (MDO) that contains
the backed up data (stared In the Acranis Cloud) for the 23 PCs.

34501 O Acronis sends the HDD by courier,
The Acronis support team finishes copying 23 badaups (923GE) to the external HDD
and sends it to the company via an avernight counier.

Acronis Use
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Da)l'z 8:33a i Thie HOD arrives at the comipany,

IT copies the HOD (o central storage.
Thaie IT teaim oo pies the backups to h.thr-perinrmanr\t central storage
ta facilitate the parallel recovery.

03 The first backup is copied to storage: the first PC's recawery can start,
The IT team baots the affected FC fram Aorants Bootable Media
with the nebwark still dscannected.

[a] First baot Is complate,
Acronis Backup Advarced has been loaded on the PC. The IT team coninects
the netasark and launches the recovery process.

() First recavery ks complete.
The miachine is restored and is rebeoated.

(o] The first machine is restored.
The copying of backups to ceniral storage continues.

[] All backups bre copied to central starage.
15 machines are now recovered

Q The final affected machine is restored,
Al 33 machings are racovered, No ransomwans 5 detecad

Acronis use 0

Prevent Infection

Apply all Updates and Security Patches immediately
Have a "recent" back-up, online with automatic sync
Remove the administrator right from yourself

Don't open phishing mails

Don't click on attachments

Don't click suspected links

Use Advanced Threat Defense

Your best defense: Back up, Back up, Back up...
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