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21.1 Abstract

There are several factors that may influence the user's intention to adopt wearable
computing, including technical and non technical factors. The scope of the current framework
is to build a model for the measurement of the impact of the privacy factor towards the
intention of the user to adopt the wearable computing.

21.2 Background

Wearable computing as an extension of mobile computing may overlap the market share of
the mobile computing, such as smartphones; however, this fact depends on the behavior of
the user towards the adoption and use of both wearable computing devices and «classic»
mobile computing devices. The adoption of the wearable computing devices by the users
depend on several factors that may affect his/her decision to adopt the wearable computing
technology. MarketResearch.com which is a website that collects business intelligence
reports from around the world, mentions a few of the most influential adoption factors (Staff,
2014). Security is also an important influencing factor, because a wearable computing device
that has been hacked, may grant access to the personal data of the user from non
authorized persons. The worst case scenario is the unauthorized person who gains access
to the hardware may cause a physical damage to the user by increasing the temperature of
the device or even making it to explode! The current research framework about the impact of
security on the adoption of wearable computing is limited or even non existing.

An initial search on engines such as Google Scholar or Scopus offers limited results about
the impact of security in general, on specific wearable health caring devices. Krupp and
other researchers explored in 2014 the subject of security and privacy with the Google
Glasses (Krupp, Schroder, & Simkin, 2014). Motti and Caine in 2015 researched the users’
privacy concerns about wearable devices by conducting a qualitative content analysis of
online comments regarding privacy concerns of wearable device users (Motti & Caine,
2015). The comments included concerns of criminal abuse, facial recognition, access
control, speech disclosure and visual occlusion. Chan, Halevi and Memon, explored the user
authentication on Google glass (Chan, Halevi, & Memon, 2015). They are referring to the
vulnerability of several authentication mechanisms such as the audio passphrase to unlock
the Google Glass. On this occasion, the problem is that the eavesdropping attack method is
an obvious way for the hacker to find the password. Kirkham and Greenhalgh research the
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risk of privacy on wearable computing for autism (Kirkham & Greenhalgh, 2015). An
important risk is when the wearable devices collect audio recordings and then these data
become accidentally available to the public.

The importance of security on the wearable computing as it is stated by the previous
scholars and the underestimated factor of privacy on the adoption of the wearable
computing, are several among the reasons that motivate me to explore the impact of security
on the wearable computing adoption. By taking into account all this information, | define as a
research question: What is the impact of privacy on the adoption of the wearable computing?

21.3 Reading The Literature

The research question of this academic effort is leading the literature review and the best
way to deal with this, is to analyze each concept of the research question and then
synthesize the knowledge towards answering the research question.

Mario Silic and Andrea Back in 2014 conducted a literature review about the information
security research and its themes (Silic & Back, 2014). The two scholars identified thirteen
research themes by using the information systems as a general application sector. The first
concept of my research question is privacy which is part of the information security research
area, so among all the security research themes, | am going to focus mainly on privacy.
Mason states that privacy is one of the most important ethical issues of the information age
(Mason, 1986) and the same argument is supported by Smith and other scholars who revise
the information age and defining it as a networked society (Smith, Papadaki, et al, 2013).
Privacy is the security area that is related to the relationship between technology and the
access to personal data. Privacy is a widely explored subject at the information security
research area.

The “wearable computing adoption” part of the research question is divided into the
“‘wearable computing” that was explored in the background part of this work and the
“adoption” part that refers to the information system adoption. Information system adoption is
a multi disciplined research area; however this work is focusing only on the technology
element of the information systems because it considers wearable computing as technology.
The technology adoption is explored by several scholars as technology acceptance.
According to Khasawneh, “technology adoption is the first use or acceptance of a new
technology or new product” (Khasawneh, 2008). There are several technology acceptance
models, however the most popular according to Gangwar (Gangwar, Date, & Raoot, 2014)
and Oliveira (Oliveira & Martins, 2010), are:

Technology Acceptance Model (Davis, 1989), Theory Of Reasoned Action (Fishbein &
Ajzen, 1975), Theory Of Planned Behavior (Ajzen, 1991), Technology Organization
Environment (Tornatzky & Fleischer, 1990), Unified Theory Of Acceptance and Use of
Technology (UTAUT) (Venkatesh, Morris, Davis, & Davis, 2003), Diffusion Of Innovations
(Rogers, 1995).

After the analysis of the research question, the next step is to perform the research at
several sources of information in order to find the knowledge gap and build the research
model. The search for the literature is implemented by searching at several online
databases. | performed research on electronic databases such as Scopus, Web of Science
and Google Scholar. | decided to use a keyword strategy with the keywords "wearable
computing" and each name of the six most popular adoption models that were mentioned
previously. | performed 6 times the research, based on the six information system adoption
models and then ended in 9 research papers.



According to Webster and Watson (Webster & Watson, 2002) a literature review is a concept
centric process and the first step is to group our results in a concept matrix which
summarizes the findings of the literature review. Specifically, the concept matrix table shows
the articles that feature one or more of the six adoption theories in order to explore wearable
computing adoption.

Articles Concepts
Technology Theory Of | Theory Of Technology Unified Theory | Diffusion Of
Acceptance Reasoned Planned Organization Of Acceptance | Innovations
Model Action Behavior Environment and Use of
Technology
(Kim & Shin, X
2014)
(Carter, 2008 ) X
(Buenaflor & X
Kim, 2012)
(Buenaflor & X X
Kim, 2012)
(Grabowski, X
2015)
(Li, Wu, Gao, & X X X
Shi, 2016)
(Heetae, Jieun, X
Hangjung, &
Munkee, 2016)
(Trelease, X
2006)
(Cecchinato,
Cox, & Bird, X
2015)

Table 1 Concept matrix

The summarization of the concept matrix results, leads to the building of the concept centric
approach of the literature review analysis (Webster & Watson, 2002) which is the second
step of the literature review. The first step showed that there are 9 articles which discuss the
wearable device adoption based on the six adoption models. The second step is to match
those results with the privacy concept, so as to detect what has been written regarding the
role of privacy on the wearable computing adoption.

Only two out of the nine papers, discuss the impact of privacy on the wearable computing
adoption and those two papers use the TAM model as the research model. The paper of
Buneaflor & Kim reveals that people, who use wearable devices, try to hide their personal
information from the device due to the fear of unauthorized access to their data. For
instance, they try to not show emotion when they wear devices that capture the emotion. Li
and other scholars found that perceived privacy negatively affects the adoption of using
wearable healthcare devices. So, what we know about the impact of privacy on the wearable
computing is very limited. Based on the literature review method and the time of searching
the databases, the results reveal that there is a knowledge gap of detecting the impact of
privacy on the wearable computing adoption. | only have 2 records; however two records are




not enough to generalize knowledge about the research question. The limited knowledge
that |1 found through the literature review about the wearable computing adoption and
privacy, defines an interesting knowledge gap that encouraged me to continue my research.

21.4 Research Methodoloqgy

According to the literature review findings, the most popular models for the wearable
computing adoption are: Technology Acceptance Model (Davis, 1989) and Diffusion Of
Innovations (Rogers, 1995). However, both papers that discuss privacy mainly use TAM as a
research model. | am choosing TAM as my research model because it is mainly used to
explore the impact of privacy on wearable computing adoption.

Technology Acceptance Model is an information systems theory that estimates how the
technology users are going to accept the technology. Davis (1989) argues that there are two
factors that influence the user’s attitude towards using a technology. Perceived usefulness is
"the degree to which a person believes that using a particular system would enhance his or
her job performance”(Davis, 1989). The other factor is Perceived ease of use and it is
defined as "the degree to which a person believes that using a particular system would be
free from effort"(Davis, 1989).

However, | am willing to use a different version of TAM. My version derives of the supported
TAM constructs that have a direct impact on the intention to use, according to the literature
review, the first version of TAM and the construct of privacy. "Intention to use" is a construct
that leads in the actual use of the device. | am assuming that the constructs that have a
direct relationship with the intention to use, are the factors that strongly influence the
wearable computing adoption. Based on the literature review, next table shows the
supported TAM hypotheses that are featured in all the empirical papers that | found.

TAM Scholars Supported Hypotheses

(Kim & Shin, 2014) AT — IU (Attitude — Intension to use)
CT — IU (Cost — Intension to use)

(Davis, 1989) PU — IU (Perceived Usefulness — Intension to
use)

(Heetae, Jieun, Hangjung, & Munkee, 2016) | PV — IU (Perceived Value — Intension to use)

Table 2 Supported TAM hypotheses

By taking into account the new information, | form the hypotheses that will be tested in the
research model:

H1: Perceived value has a positive effect on behavioral intention to use

H2: Perceived usefulness has a positive effect on behavioral intention to use

H3: Attitude towards using has a positive effect on behavioral intention to use

H4: Perceived privacy has a positive effect on behavioral intention to use

H5: Cost has a positive effect on behavioral intention to use

21.5 Conclusions

The current research effort was designed in order to answer the main research question and
achieve the research goals. By taking into account the wearable computing adoption as a
rationale, | followed a scientific methodology by reviewing the existing literature and building



a research model for testing. My research question was about the impact of privacy on the
adoption of the wearable computing.

The big question is what is next? How can we improve the privacy measures in order to
encourage more people to adopt the wearable devices? A sociotechnical approach based on
the privacy characteristics could be the answer to the problem. | would extend my research
by defining a new research question about the impact of social and technical privacy on the
wearable computing adoption. As social privacy, | consider the personal information that is
relevant to the social status of the user (Gender, age, etc.). As technical privacy, | consider
the personal technical information of the user (Log files, smartphone synchronization, etc.).
Probably | would use a hybrid research methodology of experiment for the technical privacy
and survey for the social privacy. My results would be a comparison between the two
research methods and this research would probably reveal useful details for both marketers
and technical designers of the wearable devices.
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